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Onexmponnvie denveu

OJIeKTPOHHEIE JCHBIH — 3TO O4eHb YAOGHEIA CrIOCO6 MIaTexel, omHaKo CYINECTBYIOT
MOLIEHHHUKH, KOTOpBI€ XOTAT TIOTy9HTh 3TH JICHBIH.

OJIEKTPOHHEIE JeHBIH MOABHIMCE COBCEM HEJABHO W HMEHHO H3-3a 9TOrO BO MHOTHX
TOCYAPCTBAX JI0 CHX IO He MPONMCAHO IPO HAX B 3aKOHAX.
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B Poccun ke OHH (YHKIMOHMPYIOT H O HHX YXe NpONMCAHO B 3aKOHE, I HX
Pa3sfelIOT HA HECKONBKO BUIOB — AHOHHMHEIC M He aHOHHMEBle. PasHEma B TOM, 4TO

AHOHHMHBIC - 3TO T€, B KOTOPBIX pa3spelaercs NMPOBOIWTH Onepanuy Ge3 MAeHTH(HKALHK
TOMB30BATEIA, @ B HCAHOHMMHBIX WICHTH(HKAIMU [0I630BATENS SBISETCA 06A3aTCIBHON,

Taioke cle/lyeT pasivuath JIEKTPOHHbE (HATHBIE ACHBIM (DABHEI TOCYNAPCTBEHHBIM
BAMOTAM) H S/IEKTPOHHBIE He(HATHEIE ICHBIH (He PABHBI TOCY/IAPCTBEHHBIM BATIOTAM).

OcHOBHEIe COBETHI 110 Ge30MacHO# PadoTe ¢ 3NEKTPOHHBIMH JCHIaMHu:

1. Tlpussxu K cueTy MOGHIBbHBIH Teneon. DT cambii yIOGHEI © 6BICTpEI cnoco6
BOCCTAaHOBHTH JIOCTYN K CueTy. [lpuBs3aHHEIHM TeneoH MOMOXeT, ecnu 3abymems
CBOM IUTATeXHEIA aPOJIL HITH 3ali/IelIb Ha Cai{T ¢ HE3HAKOMOTO YCTPOHCTEa;

2. Menomsayii onmopasossie napomu. [locne mepexoma ma YCHJICHHYIO aBTOPH3ALHIO
TeGe yse He GyaeT yrpojxKaTh ONaCHOCTh KPaH K ePeXBATA IIATEXHOro Tapols;

3. BuiGepu cnoxumii napors. IlpecTynnukam GyzeT He TPOCTO YTanarhk CIIOXKHBIH
napois. Hazexbie naposs — 310 Naposn, KOTOPBIE CONEPXKAT He MeHee § 3HAKOB i
BKITIOHAIOT B Ce6st CTPOYHbIE ¥ NPONHCHEIS GYKBEI, WUYPE! U HECKOIBKO CHMBOJIOB,

TaKHe KaK 3HAK J10j11apa, PyHTa, BOCKIMIATeILHBIH 3HaK ¥ T.11. Hanpumep, $tROng!;;
4. He BBOIM CBOM JIHYHBIC JAHHBIE HA caiTax, KOTOPEIM HE JOBEPSIEIb.
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Onexmponnasn nouma

DJIEKTPOHHAS MOYTA — 3TO TEXHOJIOTHs H NPEOCTABISEMEIE €10 YCIYTH T10 MEPECHUIKE |
TOJIYHEHMIO OJIEKTPOHHBIX COOOMICHUH, KOTOPHIE PAaCHPENENMIOTCS B KOMIBIOTEPHOH CeTH
OGBIMHO  OJICKTPOHHBI ~ NOWTOBBIA AWK  BBIVIATAT clenylomEM  oGpasom

HMA_TOMB30BaTens@uvs_siomena. Taioke KpOME IEpENadd NPOCTOTO TEKCTa, HMEETCs
BO3MOXHOCTb IlepeIaBaTh (aiiibl.

OcHoBHble COBETBI 110 Ge30NACHOM paboTe ¢ HMEKTPOHHON MOUTOlH:
1. Hano BrIGpath IPaBUIIBHEI MOYTOBEIH cepBrC. B MHTEPHETE eCThb OTPOMHBIN BEIGOR

GeCrTaTHEIX TIOYTOBBIX CEPBHCOB, OXHAKO JIyHIle J0BEPSTH TeM, KOTO 3HACIID U KTO
TEpBBIA B PEUTHHTE;

2. He ykasbmsaif B JIM4HOM M0YTe MHUHYIO HH(OPMAIHIO, Hanpumep, nyume BeGpaTs
«My3BIKIBHBIH_(anar@» wim «pox2013» BMecTo «remal 3»;

3. Mcnous3yi IBYXSTAIIHYIO aBTOPH3ALMIO. DTO KOTA IOMHMO IApoJisi Hy/KHO BBOJITS
KOJI, IPUCBLTaeMBIif 1o SMS;

4. BriGepn cOKHE napob. JUi KaXIOrO MOYTOBOTO SlMKA HOMKEH GBITH CBOH
HaJIeHKHbIN, YCTOHYMBEIA K B3/IOMY [12pOJIb;

5. Ecim eCTh BO3MOKHOCTH HAIHCATH CaMOMy CBOM JMYHEN BOIPOC, HCTIONB3YH 3Ty
BO3MOXKHOCTB;

6. Hcmons3ylt HeCcKONbKO MOYTOBBIX smmkoB. IlepBhifi A1 wacTHOM TEPEMHUCKH ¢
AIpecaTaMi, KOTOPBIM Thl JOBepsiemb. OTO 9IEKTPOHHBI ampec He Hazo
HCIIONL30BATE IPH PErHCTPALUK Ha GopyMax H caifTax;

7. He orxpeiBaii (ailiibl ¥ Ipyrue BIOKeHUS B MHCHMAX JaXKe €CJH OHH NMPHUUIA OT
TBOMX J(py3eii. Jlyuiue yTounn y HUX, OTIIpaBISIIA U ORY Te6e HTH aiinsr;

8.

Tocne oxomyanus paGoTHl Ha NOYTOBOM CepBHCe Iepe/l 3aKPLITHEM BKIAAKH C
caifToM He 3a6y/1b HaxaTb Ha «BBIATHY.
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Kubepbynrunz unu supmyanshoe usdesamenscmeo

KubepGymmer — mpecnesioBanne coomennsm, COZIEPXKAIMMH ~ OCKOPOIeHHs,

ArpECCiio, 3aNyruBaHue; Xy/IMIaHCTBO; COUHATEHOE GOUKOTHPOBAHHE ¢ IOMOIIBIO PA3THYHEX
HHTEPHET-CEPBHCOB.

OcHOBHEIE COBETHI 110 GOphGe ¢ kubepGyuHrom:

L

(ol ]

v

He 6pocaiics B Goit. Jlyuumit cnoco6: MOCOBETOBATHCH KaK cebs BECTH H, €CIIH HET
TOTO, K KOMY MOXHO OOpaTHTECH, TO BHAYANE YCHOKOMTHCS. ECMH Tl HaYHEIIb
OTBEYaTh OCKOPGJCHMAME Ha OCKOPGNEHHS, TO TONBKO elle GOMbIIe pasosvKems
KOHGIHIKT;

Vrpasisit cBoeit knbeppenyTanueit;

AHOHHMHOCTb B CeTH MHHMas. CyIECTBYIOT CTOCOGH! BBISCHATB, KTO CTOMT 3a
AHOHHMHBIM aKKayHTOM;

He ctout Bectn xymuranckuii 06pa3s BUpTyabHOM xu3Hu. UHTepreT dukcupyer Bce
TBOH JIEHCTBHS M COXpaHAET uX. Y IamiTs X Gyer Kpaitte 3aTPY/IHHTEIBHO;
Coburonaii caoit BHUPTYaJIbHYIO YECTh CMOJIOAY;

WrHOpupy# esmmmYHBIN HeraTus. OnopasoBrle  ockop6HTeNsHBIE COOBIEHHS
JIy4ine HrHOpHpoBaTh. OGBIMHO arpeccHs NpeKpamaeTcs Ha HAYATEHOR CTaIHH;

Ban arpeccopa. B niporpaMmax 06MeHa MTHOBEHHEIME COOBIIEHHAMH, B COLMATBHBIX
CEIIX CCTh BOIMOKHOCTL GJIOKHPOBKM OTHPABKH COOGIIEHHH C OMNpENeNleHHBIX
aJIpecoB;

Ecmi o1 cBunerens xuGepGywmmra. Tson JICHCTBHS:  BBICTYIMTH NPOTHB
TPECIe0OBATENA, IOKA3aTh €My, 9YTO €ro JeHCTBHS OLEHHBAIOTCS HETaTHBHO,
TOANCPXATL KEPIBY, KOTOPOH HYKHa ICHXONOrHYeCKas NOMOWD, COOGIHTH
B3POCIBIM O aKTe arpecCHBHOTO TIOBEIEHHUS B CETH.
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Mobunsnwiii menegron

CoBpeMenHble cMapTOHB M  [UIAHIIETH cozepxar B ceGe BIONHE B3POCTBIA

GyHKimoRan, w Temeph OHH MoryT KOHKYDHPOBATh CO CTANMOHAPHBIMH KOMITBIOTEPAMH.
OJIHaKo, CPe/CTB 3aLTHI s [100OHBIX YCTPOHCTB ToKa 0deHs Mao. TecTHPOBAHHKE H TOHCK

YA3BAMOCTEH B HAX NPOMCXONAT HE Tak HHTEHCHBHO, Kak s ITK, T0 e camoe Kacaeres u
MOGHJIBHBIX TIPHIIOKEHHIE.

CoBpementbie MOGHIBHEIE Gpay3eps! yxe NPAKTHYECKH [OTHATA HACTONBHBIE AHANIOTH,

O/IHako pacmmpeRue (QyHKIMOHANA BIeYeT 3a cOGON GONBUIYIO CHOKHOCTD H MEHBIIYIO
3AITHIIEHHOCT.

Jlasiexo ne Bee MPOM3BOAUTENH BHITyCKAIOT OOHOBIEHNSI, 3aKPHIBAIOIIHE KPHTHYECKUE
YA3BHMOCTH JUI CBOMX YCTPOMCTB.

OCHOBHEIE COBETHI /1131 6€30TACHOCTH MOBHIIBHOTO Tenedona:

1. Hudero me sBnsercs To-HacTosmeMy GecratHEM. Byzs octoposen, Bems Korma
TeGe mpeamaraioT GecraTHBIH KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO
IUIATHBIE yCITYTH;

2. Jlymaii, npexce gem ornpasats SMS, $poto wmm Buneo. Ter TouHo 3Haelllb, IIe OHU
GyayT B KoHeuHOM HTOrE?

Heobxomumo obroBsTE ONEPALHOHHYIO CHCTEMY TBOETO cMapTdona;

Henons3syi antusnpycusie TIPOrpaMMBI U1t MOGHIIBHBIX TeneoHOB;

w
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He 3arpy)ka.ﬁ TIPHJIOXKEHHUS OT HEH3BECTHOrO HCTOYHHKAE, BEIb OHH MOIYT COAEpHKarh
BpPEIOHOCHOE NIpOrpaMMHOE 06601‘[6‘43}11’1&;

Tlocne Toro Kax Tel Beiizems ¢ caiita, rae BBOIWI JHYHYIO HH(bOpMaImio, 3aitu B
HacTpO¥KHU Opay3epa u yaanu cookies;

Tlepronmyecky nposepsi Kakue IIATHEIE YCIYTH aKTHBUPOBAHEI HA TBOEM HOMEDE;
JlaBait cBo#f HOMep MOGHIBHOTO TenedOHa TOJBKO JIIOAAM, KOTOPBIX THI 3HAelIb X
KOMY NOBEpACIUD;

Bluetooth gomkeH ObiTh BBIKIIOYEH, KOTZA TH MM He nonb3yemnscs. He 3aGbisait
HHOTJla IIPOBEPATDH 3TO.
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Online uzpvi

CoBpeMeHHbIE OHJNAMH-UIPSl — 9TO KPACOUHBIE, 3aXBATHIBAIONIHE Da3BIICUCHHS,
OOBeMHSIONIME COTHH THICSKY YeNOBEK 10 BCeMy MHpPY. VIrPOKH HCCIEIYIOT NaHHBIA MM MED,
OGUJAIOTCH JApYr ¢ APYroM, BBIMTOJHSIOT 3a/laHUs, CPaXaroTCs C MOHCTPaMH M IOJY4arOT OIBIT.

3a yAOBONECTBME OHM ILIATST: NOKYIAKOT JMCK, OIVIAYMBAIOT aGOHEMEHT WM IpHOGpeTaloT
KAKHE-TO OTILIHH.

Bce oTH cpemcTBa MIYT HA IOANEpKAHHE H DasBHTHE HIPHl, a TaKke HA camy
6e301MaCHOCTD:  COBEPIICHCTBYIOTCS CHCTEMbl ABTOPH3ALMH, BBIIYCKAIOTCS HOBHIE IATUH
(uu(poBEIe 3aTUTATKY /T IPOrPaMM), 3aKPEIBAIOTCS YS3BHMMOCTH CEPBEPOB.

B HO}IO6HHX Hrpax CTOMT OmacaTbCsi HE CTOJIBKO CBOHMX CONCPHMKOB, CKOJIPKO KpaKu
TBOETO NapoJiss, Ha KOTOPOM OCHOBAHA CHCTEMa ABTOPH3ALIMA GONBIIMHCTBA UTP.

OCHOBHBIC COBETHI IT0 GE30I1ACHOCTH TBOErO HIPOBOTO AKKayHTa:

1. Ecm apyroit urpok BezieT ce6s IUIOXO MM CO3/1aeT TeGe HeNpHATHOCTH, 3a6NI0KUpY#H
€r0 B CIHCKE HIPOKOB;

Moxanylics aIMUHECTPAaTOpaM WIphl Ha IUIOXO€ IOBELCHHE OJTOTO HIPOKa,

IKEIIATEeNbHO IPUIOKHUTE KaKHe-TO J0KA3aTe/IbCTBA B BU/E CKPHHOB;

He ykaspiBait uaHyio HHOOPMAIHIO B podaiiie Urpsl;

VBaxail IpyruX y4acTHHKOB IO HIpPe;

He ycranapnuaii HeoHIHATbHbIE ATYH U MOJIBL,

Vcnons3yit CIOXKHEIC H Pa3HbIE TIApOIH;

Jaxe BO BpEeMs HIDHI HE CTOHT OTKIIOYaTs aHTHBHpYC. [Toka TeI Wrpaems, TBoi
KOMITBIOTED MOTYT 3apa3nTh.

L

b = LU
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DutUn2 UMY KPasea MUYHLIX OaHHBIX

OObI4HOl Kpakeli [eHer M JOKYMEHTOB CETOAHS yXKe HHUKOTO He YAMBHIIb, HO C
PasBUTHEM —HMHTCDHCT-TEXHONOTMH 3NOYMBIIJICHHHKH TEDEMECTHNNCh B HHTEDHET, H
NPOJAOIDKAIOT 3aHUMATHCS ((HKJGKMBM» JACJIOM.

Tax nosBasIach HOBas yrposa: HHTEpPHET-MOIIEHHUYECTBA WK li)ﬂmHHl‘, TJIaBHas Nelb
KOTOPOr0 COCTOMT B MOJYYEHHH KOH()HMICHUMAIBHBIX JaHHBIX MOJbL30BaTeNlell — JOTHHOB K

naposieli. Ha anrimiickom si3sike phishing untaetcs kak uummnr (ot fishing — peiGHas noss,
password — napos).

OCHOBHBIE COBETEI 110 60pE6e ¢ Grumarom:
1. Cnemn 3a ceomM axkaymtom. ECTH TEI TOZO3peBacib, YTO TBOS AHKETa Gbuia

B3JIOMaHa, TO HeOOXOIMMO 3a6IOKHpOBaTE €€ M COOGIIMTH a/IMHHECTPaTOpamM
pecypca 06 5TOM KaK MOKHO cKopee;
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Hcnome3ylt  Gesonachble BeG-caiiThl, B TOM wGHCIe, HMHTEPHET-MArasuHoB M
TIOHCKOBBIX CHCTEM;

Henomssyit cnoxusie u pasHbie naponn. Takum o6pasoM, ecnu Te6s BIOMAIOT, TO
37OYMBINLICHHUKH 110/ly4aT JOCTYI TOIBKO K OJHOMY TBOEMY MPOGUIO B CETH, a He
KO BCeM;

Ecmn 1es B3joMamM, TO HEOOXOMMMO IpPEYNpEIMTh BCEX CBOMX 3HAKOMBIX,
KoTopbie 106aBeHbl y Te0s B APY3bsX, O TOM, YTO TeOS B3IOMATH H, BOIMOKHO, OT
TBOEro MMEHM OYJIeT PacChLIATHCS CIIaM ¥ CCHUIKM HA (DHIIMHTOBbIE CalfThy,
Veranosu manesxmsiit mapors (PIN) Ha MOGHIBHSIH TeneoH;

OTknoun coxpanenue napoins B Gpaysepe;

He orpesait (aiiiel u Apyrne BIOKeHUs B NMCHMAX NaKe €CTH OHHM NPHILIH OT
TBOMX Jpy3eii. JIyuIme yTounu y HEX, OTIPABIISUIHA JIi OHM TeGe 3T (aiib.
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Iugpposas penymayus

Ludposas penyrauus - 570 HeraTHBHas WIH NO3HTHBHAA MHGOPMALNS B CETH 0 Tebe.
Kommpometnpyiomas MupopManys pasMelieHHas B HHTEPHETE MOKET CEPBE3HBIM 0GPasoM

OTPasHTLCS HA TBOEH peanbHOH ku3HH. «LludpoBas penyraumsm» - 3T0 TBOH HMHIK, KOTOPBIK
¢opmupyetes n3 mHpopManmH o TeGe B HHTEpHETE.

TBoe MecTo XuTenbeTBa, yueObl, TBOe PHHAHCOBOE TOJIOXKEHHE, OCOBEHHOCTH Xapakrepa
H pacckasel O BM3KHuX — BCE 3TO HAKAIUIMBACTCH B CETH.

MHOTHe IOJPOCTKY JIETKOMBICIICHHO OTHOCATCS K IyO/MKALHY TMIHOM HHbOPMALHK B
Wutepuere, He MOHUMAs BOSMOXHBIX TOCHeNCTBHH. Thi Hake HEe CMOXEIIb JIOTATATHCA O TOM,
uTO (hoTOrpadus, pasmerennas S Jer Hasa, cTala IPUIMHON OTKA3a MPHHSTH TeGk HA pabory.

Kommenrapny, pasmemenne TBoMX (oTorpadHii M ApyrHe JeHCTBHS MOIyT He
HCYE3HYTh NaxXe IIOCNE€ TOro, Kak Thl HX yAQIMIIb. Tel He 3Haemlb, KTO COXpa.HHJl aTy
HH(‘bOpMauPﬂO, nonasia Jid OHa B [IOMCKOBbIE CHCTEMBI H COXpaHWIach JIM OHA, a IJIABHOE: YTO
TOAYMAIOT 0 TeGe OKpYIKalomiee JIO/H, KOTOPhIe HAiyT i yBUAAT 5T0. Haiiti mEpopManuio
MHOFO JIeT CHOYCTA CMOXKeT moGoH — Kak M3 NOGPBIX MOGYXISHHH, TaK M C HaMepEHHeM
TPUYMHUTE Bpe. DTO MOKET GbITh KTO YTOIHO.

OcHOBHBIE COBETEI 10 3aLATE A(POBOH PeryTaIHn:

1. Tlozymaii, mpexie YeM YTO-TO IyG/IMKOBATh M NepenaBars y cebs B Giore wim B
CONMATBLHOM CeTH;

2. B nactpoitkax npoQuis yCTAHOBM OTpaHUYEHUS HA IPOCMOTP TBOETO POQHIIS 1 ero
COZICPIKHMOTO, C/ENa ero TOIBKO «Isl Apy3eiy;

3. He pasmemait n He ykassBail mHQopMANHMIO, KOTOpast MOKET KOro-mub0 ocKopOaTs
WM 0GHIKaTh.
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Asmopckoe npaso

CoBpemennble IKONGHUKA— aKTHBHBIE I10JB30BATENH  LH(POBOrO TPOCTPaHCTBaA.
OmHaKo Jasieko He BCe 3HAIOT, YTO NONE30BAHKE MHOTHMH BO3MOXKHOCTAME LHQPOBOro Mupa
TpeGyer CoGMIONIeNHs IPaB HA HHTEILICKTYATbHYIO COGCTBEHHOCTS.

TCPMHH ((HHTCTIJ‘ICKT)’BJ’IBH&}I COGCTBCHEOCTB» OTHOCHTCST K Pas’IMYHBIM TBOPCHHENI
HIC/IOBEYECKOTO yMa, HAYMHAs C HOBBIX H300peTeHHil H 3HAKOB, 0G03HAYAIOMIHX COBCTBERHOCTS

HA TIPOLYKTHI W YCIYTM , M 3aKaHuMBas KHMravu, (OTOrpausMi, KMHOGHIEMAMH |
MY3BIK&JIbHBIMH [TPOU3BENEHHUAMH.
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ABTOpCKHE TpaBa — 3TO NpaBa HA HHTE/UICKTYalTbHyI0 COOCTBEHHOCTD HA IIPOM3BENIEHHAS
HAyKH, JIMTEPaTypPhl H HCKyCCTBA. ABTOPCKHE NPaBa BHICTYIIAIOT B KAY€CTBE MAPAHTHH TOTO, YTO
MHTEJUIEKTYQTbHBIH/ TBOPYECKHH TPyA aBropa He OyZeT HANpPACHBIM, JACT €My CHPABEUIHBBIC
BO3MOXXHOCTH 3apab0TaTh Ha Pe3ybTarax CBOEIO TP/, NOIYIHTh H3BECTHOCTD M NPH3HAHHE.
Hukro Ges paspemenys aBTopa He MOXKET BOCIPOH3BOAUTS €I [IPOU3BE/IEHHE, PACIPOCTPAHSTE,
IyONHYHO JeMOHCTPHPOBAT, NPONABATH, MMIOPTHPOBATH, MyCKaTh B NpPOKAT, MyGIHYHO
HUCTIONHATD, TIOKA3IBATE/HCIIONHATE B dupe Wi pasmemars B Unreprere.

Vcnons3oBanue «mMpaTckoro» MporpaMMHOTO 0GECIIEYeHHS MOYKET [IPUBECTH K MHOTHM
PHCKaM: OT NOTEPH JAHHBIX K TBOMM aKKayHTaM IO OJOKHPOBKH TBOETO yCTpOMCTBa, rie
YCTAHOBJICHHBI HE JleraipHas nporpaMma. He cToMT Takke 3aGbiBaTh, YTO CYINECTBYeT
nerabHble 1 GeCTuIaTHbIE IPOTPaMMBI, KOTOPBIE MOXXHO HANTH B CeTH.

O nopmane

CereBuuok.pd — TBOW IMaBHBIE COBeTYHK B CeTH. 3HeCh THI MOXEWB Y3HATh O
6e30MacHOCTH B CETH TIOHATHBIM W IOCTYIHBIM A3BIKOM, @ IPH BO3HUKHOBEHHM KPHTHYECKOH
CHTYallHH OOPATHTECS 33 COBETOM. A TaKke IPMHATH yYaCTHE B KOHKYPCAX H CTATh CAMBIM
1HGPOBBIM IpaXkAaHHHOM!
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C KaXIbIM FOZOM MOJIOJIEKH B HHTEPHETE CTAHOBHTECS GOJbINE, a IKOMBHAKY OJHA H3
CaMBIX AKTHBHEIX NOJNb3oBaTesed PyHera. Meay TeM, TOMHMO OTPOMHOTO KOJIHYeCTBa

BO3MOXHOCTeH, HHTEpHET HeceT W mpobieMbl. DTa MaMsATKa OKHA MOMous Tebe GesomacHo
HaXOQUTECS B CETH.

Komnviomepuvie supycel

KoMmploTepHBI ~ BHpyC — 9T0O  DasHOBHIHOCTH  KOMIBIOTEPHEIX  NPOTpaMM,
OTIMUUTENBHOM OCOGEHHOCTHIO KOTOPOM SBIISICTCS CNOCOGHOCT K  pasMHOXKeHHIO. B
JIONIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEUTh WJIH IIOJHOCTHIO YHHYTOXKHTH Bee (aiimsl u
JIaHHBIE, TOJKOHTPOJIBHEIE T0JIB30BATEIIO, OT HMEHH KOTOpOro Gbuia 3alymieHa 3apakEHHas
[porpamMma, a TAaKKe IOBPEJMTh WiIH [aXe YHHUYTOKHTh ONEPAlHOHHYIO CHCTEMY CO BCEMH
taitnamu B nesom. B GospmmHCTBE CIyuacs pacipOCTPaHSIOTCS BUPYChI Yepe3 HHTEpHeT.
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Komnviomepnwie supycel

KoMneioTepHbIif  BHPYC — 9TO  PAsHOBHAHOCTh  KOMIBIOTEPHBIX — NPOTpamMM,
OT/IMYATENBHON OCOGEHHOCTHIO KOTOPOM SBJIAETCS CNOCOOHOCT: K  pa3sMHOXeHmIo. B
JIOTOJTHEHHE K 3TOMY, BHPYCHl MOTYT MOBDEMTh HJIH IOJNHOCTBIO YHHUTOKHTH Bee (aifiel u
JIaHHBIE, [OJKOHTPOJIbHBIE MOJIB30BATEIIO, OT HMCHH KOTOpOro ObLIa 3allylleHa 3apakEHHast
IporpaMma, a TaKKe MOBPEIUTb HIH Aaxe YHHYTOXHUTH OTNEPAlHOHHYIO CHCTEMY CO BCEMH
(aiinamu B uesoM. B GoJbIMHCTBE ¢i1yuacs pacipOCTPaHSIOTCS BUPYChI Y€PE3 HHTEPHET.

MeTozbI 3aIUTHI OT BPeOHOCHBIX IPOrPaMM:

L

2

[

Vcnonb3yi COBpEMEHHBIE ONEpAlMOHHbIE CHCTEMBI, HMEIONTME CEPhEIHBIH YPOBEHD
3aITATHI OT BPEJIOHOCHBIX NIPOTPaMM;

TIOCTOSHHO yCTaHaBIMBa# mMayT (MUGPOBBIE 3aIIATKH, KOTOPHIE ABTOMATHYECKH
YCTAHABIMBAIOTCS C LEJbI0 J0pabTKH NPOrpaMMEI) H IPYTrHe OGHOBJNEHHs CcBoe
OnepaiHoHHOit cucTeMbl. CkaunBai KX TONBKO ¢ OQHIMATBHOTO CaliTa paspaboTduka
OC. Ecii cymecTByeT pekumM aBTOMaTHYECKOTO 0GHOBJICHHUS, BKIIOUH €ro;

PaboTaii Ha CBOEM KOMIIbIOTEpE MO NIPaBAMHU MONB30BATEN, 4 HE ATMHHHCTPATOPA.
OT0 He MO3BOJMT GONBUIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTALIAPOBATBCS HA
TBOEM TEPCOHATHHOM KOMIIBIOTEDE;

Vicnions3yli aHTHBUPYCHBIE IPOrPAMMHBIE IPOTYKTH M3BECTHBIX IPOM3BOMUTENEH, C
ABTOMATHYECKAM OOHOBICHHEM 6as3;

Orpasmds $pu3uYecKuil J0CTYI K KOMIILIOTEPY /UL HOCTOPOHHHAX JIMLL;

Vcnonp3yii BHEIHMIE HOCATETH HEQOPMALUH, TAKHE KaK (hientka, uCK Wi dait u3
MHTEPHETA, TONBKO K3 IPOQEPECHHBIX HCTOUHHKOB;

He oTkpbiBali KOMIbIOTEpHEIE (Daliiibl, MONYYEHHBIE W3 HEHANEKHEIX MCTOYHHKOB.

Jlaxxe Te Gaiinbl, KOTOpslE IpPHUCIAN TBOM 3HAKOMBHi. Jlydimie yTOYHH Y Hero,
OTIpPABIIAN JIK OH Tebe uX.
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Cemu WI-FI

Wi-Fi - 9T0 He B/ mepeJiadn JaHHBIX, He TEXHOJIOTHS, @ BCero Juub Gpeny, Mapka. Eme
B 1991 rony Huzepnanxckas KoMIanus 3aperucrpuposana Gpern «WECA», uto oGo3Hagao
cnoBocoyeranne «Wireless Fidelity», KoTopslif nepeBoIuTCs Kak «GecpoBoIHAs TOYHOCTEY.

Jlo Hamero BpemeHu Jouula Apyras aG0peBuaTypa, KOTOpas SBISETCS TaKod e
TeXHoJIOrKel. D10 ab6pepuarypa «Wi-Fi». Takoe Ha3BaHHe GBUIO JaHO C HAMEKOM HA CTAHAAPT
BBICIINH 3ByKOBO# Texuuky Hi-Fi, 4T0 B IIepeBojic 03Ha4aeT «BBICOKAsS TOUHOCTEY.

Jla, GecrnaTHEIN HHTEPHET-ZOCTYI B Kade, OTe/sIX M adpONopTax SBISETCS OTIMYHOMN

BO3MOXHOCTBIO BBIXOJIa B HHTepHET. HO MHOIrHE 3KCIIepTHI CUHTAIOT, 4TO obmeaocTynHble Wi-
Fi cetu He sBIIsIOTCS GE30NACHBIMH.

Copetsl 0 Ge3onacHocTH paGote B 0GMENOCTYHBIX ceTsx Wi-fi:
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He mepeniasaifi CBOIO JMYHYIO HH(OPMAINMIO Hepe3 OBMIEIOCTYIHBIC Wi-Fi cern.
PaGoTas B HHX, JKENATEJHHO HE BBOJWTH TAPOJNA AOCTYNA, JOTHHBI H KaKHE-TO
HOMEpa;

Vcrons3yit 1 0GHOBIISH AHTUBHPYCHbIC TPOrPAMMBI i GpaH/Mayep. Tem caMBIM TBI
oBesonackip cefs OT 3aKadKH BHPYCa Ha TBOE YCTPOHCTBO;

Tlpu ucrioms3osanmu Wi-Fi otkmoun dymxumo «OOmumi joctyn x Gaiinam u
npunrepam». JlaHHAs (QyHKIMA 3aKPHTa [0 YMONYAHHIO, OHAKO HEKOTOPHIC
HOJIB30BATE/H AKTUBHPYIOT €& /Uls YA0GCTBA HCTIOIb30BAHKS B paGoTe wim yuebe;

He ucnonssyit ny6muansii WI-FI a1 nepepadn JIMUHBIX IQHHBIX, HANPHAMEp UL
BBIXO/Ia B COLHATBHBIE CETH HJIH B JIEKTPOHHYIO MIOUTY;

Mrnons3y#t Tonbko 3ammuenHoe coenunenne yepes HTTPS, a ne HTTP, T.e. npu
nabope BeG-aapeca BBOIH HMEHHO «https://»;

B wmobwmnom Tenedome orkmoun ¢ymkmmo «[lomomouenne k- Wi-Fi

aBTOMaTHueckny. He monyckail aBTOMATHYECKOro MOAKIIOUEHHs YCTPORCTBA K CeTAM
Wi-Fi 6e3 TBOero cornacus.




image5.png
Coyuaibnbie cemu

CoumanbHble CeTH aKTHBHO BXOJIAT B Hallly XU3Hb, MHOTHE JIOAH pa6o‘ra.io'r H XKHUBYT

TaMm IOCTOAHHO, a B Facebook yxe 3aperncrpupoBan MEUTHAP HEIOBEK, UTO SBISETCS OHOM
CebMOH BCeX KMTenell IIaHeTsl. MHOIHE NONB30BaTEIA He NOHHMAIOT, uTO WH(OpMAmus,

Pa3sMEIECHHAY UMHU B COLHAIIBHBIX CETSAX, MOXET ObITh HalIeHa U MCIOJIB30BaHA KeM Yromso, B
TOM YHCITE He 00S3aTeNIBHO ¢ 6I1arnMi HAMEPEHHSIMH.

OCHOBHEIE COBETEI 110 6e30macHOCTH B COLHANBHBIX CETAX:

;

2.

Orpanuds ciuCOK Apysedl. Y Tebs B ApY3ssiX HE NODKHO GHITH ClydadHBIX H
HE3HAKOMBIX JIIOJIEH;

Sauimaii cBOIO uacTHYIO Ku3Hb. He ykaseisaii mapom, Tenedomsi, anpeca, xary
TBOETO POXNIACHUA M JPYIyiO JHYHYIO MHGOPMANHIO. 37IOyMBINUICHHHKH MOTYT
HCIIONB30BaTh Jlaxe HH@OPMBHH!O 0 TOM, KaK Thl ¥ TBOH poauTenH nnaﬂﬂpye're
TIPOBECTH KaHHUKYJIBI;

3amumali CBOIO PEMyTALMIO - AEPXH ee B YHCTOTe H 3a1aBai ceGe BOpoc: X0TeN 65l
ThI, TOGBI IPYTHE NONIB3OBATENH BUJE/H, UTO Thl 3arpyskaems? [Toxymalt, mpexne
4eM UTO-TO ONyOJTMKOBATh, HANCAT U 3arPY3HTh;

Eciu Tl TOBOPHIIE ¢ JIOJEME, KOTOPBIX HE 3HaeIb, He HCHONE3YH CBOE PeanbHoe
MMA M JPYTYIO JIHYHYIO MHDODMALMM: HMS, MECTO >KHTEILCTBA, MECTO y4eOsl u
Tpodee;

Msberait pasmemenus Gororpaduit B Unrepuere, rie s H306paKeH Ha MECTHOCTH,
TIO KOTOPOH MOXHO ONPENIETHTh TBOE MECTONOIOKEHHE;

Tpy perucTpauun B COLMANLHO CeTH HEOGXOIMMO HCIIOIB30BATH CIIOKHEIE TIapONTH,
cocrosmue u3 GykB U P H ¢ KONMYECTBOM 3HAKOB He MeHee 8;

JUnst counanbHOM ceTH, NOYTHI H APYIAX CAHTOB HEOGXOIMMO HCTIONE30BATE PpasHble

napomd. Torsa ecii Te6s B3TOMAIOT, TO 3/IOYMBIIIIEHHHKH OTyYaT JIOCTYTI TOJIBKO
K OZIHOMY MeCTy, a He BO BCE Cpasy.




